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1. About this guide
This guide sets out the steps necessary to carry out an asset inventory in industrial
networks.
In addition, different possible methods for preparing an inventory are addressed, as is a
classification of the different types of assets that can be found in it.
Finally, it also includes a set of tools, both open source and proprietary, that can be used to
carry out the inventory.
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2. Organisation of the document
This document consists of an 3- Introduction to asset inventory, which is set out in more
detail in the following five sections:
Section 4- Asset inventory in ICSs explains the types of inventory that can be done. It
discusses inventory types from two points of view: first, execution; and second,
methodology.
Section 5- Asset management, describes classification of the assets according to their
nature, and also the information that it is important to store in an inventory depending on
the assets.
Continuing with point 6- Classification of tools for asset inventory, we present, by way of
example, a set of tools that can be used for asset inventory. This section of the document
describes both free and paid tools.
Once the tools are available, you must identify the 7- Steps to create an asset inventory in
ICSs, which are discussed in this point.
Before concluding the document, we must mention section 8- Inventory maintenance. This
sets out the need to maintain the inventory and explains why not doing so makes it less
valuable.
The last section of the guide, 9- Conclusions, sets out the key points that highlight why it is
worthwhile to make an inventory of the assets of industrial control systems.

GUIDE FOR AN ASSET INVENTORY MANAGEMENT IN ICS

6

3. Introduction
In recent years we have seen that industrial control systems (ICSs) are also vulnerable to
a cybersecurity incident. There is increasing awareness and more and more organisations
are implementing security measures to raise the cybersecurity level of their devices and
networks. However, there remains a recurring problem: lack of awareness of the scope and
total number of assets organisations hold.
Not knowing the scope will make it difficult to take measures to secure all our devices, thus
some will be left unprotected. On the principle that a chain is only as strong as its weakest
link, we may conclude that, if we do not secure all assets equally, these measures are
insufficient.
Therefore, the first step in securing industrial control systems is making an inventory
containing all the assets involved in the process. This inventory, if done correctly, will collect
detailed information for each asset, including versions of software or firmware that may have
been installed. With this information, the inventory can be used to properly manage
vulnerabilities, which will make it possible to take the necessary measures to solve and
mitigate them.
This document sets out the types of inventory we can make, together with some tools we
can use to make them, and the steps to follow to do them properly.
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4. Asset inventory in ICSs
Having an asset inventory in industrial control systems gives you an overview of all the
elements that are part of the process, which offers numerous advantages, including:


Easy management of vulnerabilities in systems, since we will always know the
versions installed in them.
 More efficient and structured incident response, since, if we know all the assets
involved in the process, it is easier to determine the scope of the incident and correct
it more quickly.
 Fault identification at the operational level. An asset inventory not only provides
advantages in terms of cybersecurity, but also improves processes to make them
more and more efficient.
 All these advantages will also mean a cost reduction, due to the improvement in
the security and knowledge of all the assets.
Making an asset inventory should be one of the first steps taken in the execution of a
cybersecurity management plan in industrial control systems, in order to secure the
elements they consist of, and thus be able to discover elements that were not known.
There are different ways and solutions that make it possible to develop an asset inventory.
One of the commonest is the use of Excel spreadsheets, which allow you to store
information on each identified asset and modify its data at any time; the use of databases
with a graphical interface, whether desktop or web, for convenient use by responsible users,
etc.
These solutions have some common features, such as ease of use and access or the option
of exporting the information to be processed later, to obtain intelligence derived from the
processed information.

4.1. Types of execution
How an asset inventory will be carried out will determine the type of execution. This may be
manual, automatic or mixed.

4.1.1. Manual
A manual inventory is one made by one or several designated persons with sufficient
knowledge to compile the data that will add value to said inventory and without the help of
complementary software.
In most cases, making the inventory manually is impossible, because of the time required
and due to future updating on account of the number of assets and their complexity. While
conducting an inventory manually is a good way to ensure that we have all the necessary
information about each asset, it would only be recommended when there are not many
assets.
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4.1.2. Automatic
An automatic inventory is made using tools that make it possible to speed up the data
compilation tasks for each asset automatically, which is especially useful when the number
of assets in an organisation is very high.
A possible problem that may occur in the use of these tools is the lack of desired information
about the assets, which may be insufficient, since the tools may not provide all the
necessary material for each asset, because not all the information needed about it has been
compiled or ascertained.

4.1.3. Mixed
A mixed inventory is one that combines the use of automated tools, as in an automatic
inventory, and manual techniques, in order to be as accurate as possible.
This means of making an inventory allows for more comprehensive asset management,
since all possible assets are collected using automated tools and manually completed with
additional information. As with a manual inventory, if the number of assets is very high, a
mixed execution is not always recommended, since, depending on the amount of
information needing added, the work involved may be enormous.
Therefore, a mixed inventory execution will be preferable when the number of assets is
intermediate.

4.2. Inventory types
Two inventory types can be distinguished, according to the methodology used when making
the inventory: the asset and the liability.

4.2.1. Active
An actively-executed inventory is one that requires direct action, such as reviewing the
configuration of the asset or launching a small script giving detailed information about the
assets, at the cost of possibly suffering an impact on them. This type of inventory includes
the use of active scans or their physical inspection. In relation to how to execute this type
of inventory, an active network scan would be a clear example of execution with the
possibility of automation, while the physical inspection of the assets would be an example
of active inventory whose execution is manual.

4.2.2. Passive
An inventory carried out passively is one that does not take any action directly on the assets
to obtain information about them and, therefore, is not as intrusive as the active type. This
type of inventory tells us information about the assets, not always precisely, but without
causing any impact on them. Passively-executed inventories include inventories made
through traffic analysis or the analysis of the asset configuration files. A mixed passive
inventory would be network analysis, since automatic tools are used but certain information
is analysed manually; while the analysis of the configuration files would be an example of
manual passive analysis.
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Physical
inspection of
assets

Traffic
analysis

Active scan

Time

Analysis of the
configuration
files

Risk for OT operations
Illustration 1. Relationship between the risk in OT operations and the time used

Active inventory

Possibility of using scripts.
Advantages

Quick and it gives a lot of
information about the asset.

Passive inventory
Secure when checking
configurations by hand and not
having to perform any action
directly on the asset.
Possibility of doing it in a mixed
way by using a network traffic
analysis and manual review at
the same time.
Useful if there is an enormous
number of assets.

Disadvantages

Possibility of causing damage to
the asset when interacting with it. Less information collected from
Time problems if there are a lot each asset.
of assets to review.

Table 1. Advantages and disadvantages according to the type of inventory
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5. Asset management
To properly manage the assets, they could be classified according to their nature. Thus,
there may be one inventory or several (one per category) with all the organisation’s possible
assets. At the same time, it is important to store enough information for each asset so that
the inventory is valuable.

5.1. Classification of assets
Asset

Description

Examples

All physical equipment
used in the
development of the
industrial process.






PLC
RTU
IED
Servers

Applications used to
manage the process.






SCADA
Operating systems
Firmware
Development tools

Staff working in the
organisation.




Permanent
Sub-contracted





Databases
Documentation
Manuals

Network

Network connectivity
devices.





Routers
Switches
Firewalls

Technology

Equipment needed to
manage people the
company’s and
business.






Computers
Telephones
Printers
Wiring

Hardware

Software

Staff

Information

Data that is generated,
collected, managed,
transmitted and
destroyed, regardless
of its format.
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Auxiliary
equipment

Assets that are not in
any of the previous
categories and that
support the rest of the
systems.

Facilities

Places where the
company’s important
equipment is housed.




Air conditioning
Lighting




Offices
Buildings

Table 2. Classification of assets

5.2. Information about assets
In order for the inventory to be valuable in terms of security and risk management, it is
important to store detailed information about each asset included in it. In doing so, some of
the most important fields that should be collected for each asset are:











Identifier: a unique code that will identify each asset.
Name: it may include the model, brand, version, etc.
Manufacturer: manufacturer or developer if it is a software asset. It can be included
in the “name” field.
Description: it must contain information about the use of the asset.
Type: classification of the asset.
Owner: person responsible for making decisions about the asset.
Manager: person responsible for ensuring that the asset is operational and
managing access to it. The manager may be the same person as the owner.
Location: the place where the asset is located. If it is a physical asset the location
will be a place, if it is a logical one the location will be a physical asset.
Versions of software: in the case of physical assets, a brief summary of the
software in the device including its versions may be included.
Asset evaluation: makes it possible to evaluate its impact and criticality in the
system. Different parameters can be used to make the evaluation, such as:








Availability: a qualitative or quantitative value that determines the
importance of the absence of the asset.
Integrity: a qualitative or quantitative value that determines the
repercussions that unauthorised modification of the asset would have for the
business.
Confidentiality: a qualitative or quantitative value that determines the
degree of confidentiality that the asset requires.
Criticality: a value that determines the extent to which the process depends
upon the asset. The greater the criticality value, the greater the
consequences for the business of losing the asset.
Cost: financial value of the asset.

Keep in mind that some fields will not apply because of the type of asset we are
inventorying. For example, for a PLC, the following fields would be used:



Identifier
Name: PLC.2
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Manufacturer: Siemens
Description: speed control of the main pump
Type: S7-1200
Owner: plant manager
Manager: plant manager
Location: pump room
Versions of software: V1.2
Asset evaluation:






Availability
Integrity
Confidentiality
Criticality
Cost: €290
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6. Classification of tools for asset inventory
There are two main types of tools that can be used to make an asset inventory: free tools
(open source and free-to-use) and proprietary or commercial tools, which could also be
considered free. Open source tools are those that can be used for free and whose source
code is available to everyone, so that changes and modifications deemed appropriate can
be made, unlike with free ones, which are also available for free, but their source code is
not provided.
Commercial tools are proprietary tools, and to be able to use them you must buy them, have
a licence or register, although some may offer a trial version or time- or functionality-limited
demo. Occasionally, commercial tools can also be classified as free, if their developers
make the tools developed available to users without giving access to the source code.
Here are some examples of both open source and free tools and commercial tools. Due to
the scope of the document, not all currently available tools are included; rather, it gives
representative examples of each of the aforementioned categories. Although some of these
tools are not specifically designed for creating an asset inventory, proper use of them may
allow us to do it in detail, mainly network assets.

6.1. Open source and free tools
6.1.1. Wireshark
Wireshark1 is a free code tool developed to analyse network protocols, which allows the
inventory to be made by using captured network traffic passively to identify the equipment
involved in communications.

Illustration 2. Example of assets discovered through Wireshark

1

https://www.wireshark.org/
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6.1.2. Nmap
Nmap2 is a tool used to discover network assets and security audits that also allows you to
identify services in them that are associated with open or listening network ports. Its
inventory type is active: it scans the network assets, so its result must be carefully studied
to avoid a possible negative impact on the assets.
This negative impact could increase the consumption of resources in the equipment,
saturate the network if it is very sensitive, cause malfunctions in the equipment and even
denial of service conditions in the equipment.

Illustration 3. Discovery of assets through Nmap

6.1.3. Security Onion
Security Onion3 is a Linux distribution, based on Ubuntu, which includes several tools to
audit the security of network equipment. Its tools include Wireshark, Snort (IDS) and Kibana
(tool for data visualisation). Security Onion allows you to inventory assets passively by
capturing network traffic.

Illustration 4. Using Kibana in Security Onion for an inventory of OT assets4

2

https://nmap.org/

3

https://securityonion.net/

4

https://www.langner.com/2019/06/ot-ics-asset-inventory-using-elasticsearch/
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6.1.4. OpenVAS
OpenVAS5 is a tool for the identification and management of asset vulnerabilities. It makes
it possible to obtain detailed information about the assets, such as versions of software and
associated vulnerabilities. The tool makes it possible to make an inventory actively: it scans
the network assets, so its result must be carefully studied to avoid a possible negative
impact on the assets.
As with Nmap, several negative conditions could occur due to the impact of this tool. In
addition, the execution of NVT scripts6 for the identification of security vulnerabilities in the
equipment could cause problems in the equipment’s activity.

Illustration 5. OpenVAS main panel

6.1.5. GRASSMARLIN
GRASSMARLIN7 is a tool for discovering assets in OT networks. Among its capabilities, it
is worth highlighting the possibility of generating an inventory, as well as a network diagram
of the identified equipment, thus making it possible to inventory assets passively thanks to
the capture of network traffic.
5

http://www.openvas.org/

6

https://www.incibe-cert.es/blog/nvt-testeando-seguridad-redes-industriales

7

https://github.com/nsacyber/GRASSMARLIN
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.

Illustration 6. Network map generated by GRASSMARLIN 8

6.1.6. Cyberlens
Cyberlens is a network asset discovery and classification tool that makes it possible to
discover and classify both IT and OT assets, obtaining an overall inventory of all network
assets. The tool allows you to inventory assets passively by capturing network traffic.

Ilustración 7. Panel principal de Cyberlens

8

https://twitter.com/ItsReallyNick/status/879556271715889152
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6.1.7. Sophia
Sophia9 is an intrusion detection tool (IDS) by the company Dragos that makes it possible
to discover and classify network assets. It is capable of performing a deep packet inspection
(DPI) of industrial protocols such as Modbus/TCP, DNP3, EthernetIP, BacNet and OPC
UA10, which allows you to have more knowledge about OT assets. The tool allows you to
inventory assets passively by capturing network traffic.

Illustration 8. Sophia main panel

6.2. Commercial tools
6.2.1. OT-Base
OT-Base11, developed by the company Langner, is a security solution aimed at OT
equipment and networks. Its capabilities include the discovery of network assets and the
management of an OT inventory. To do this, it performs scans actively using industrial
communication protocols, such as Modbus and other protocols in the IT field, in a less
intrusive way than other solutions, so that it does not impact the operation.

9

https://dragos.com/sophia-download/

10

https://www.incibe-cert.es/blog/estandarizacion-y-seguridad-el-protocolo-opc-ua

11

https://www.langner.com/ot-base/
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Illustration 9. OT-Base main panel

6.2.2. eyeSight
eyeSight12, developed by the Forescout company, is a tool for discovering and classifying
network assets. It allows for the discovery of assets, of both IT networks and OT networks,
thus making it possible to make an overall inventory of all the assets. The tool allows you
to discover assets both passively, by capturing network traffic, and actively, using Nmap
commands and HTTP and SNMP queries.

Illustration 10. EyeSight main panel

12

https://www.forescout.com/platform/eyesight/
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7. Steps to create an asset inventory in ICSs
One of the main aids when working in industrial control systems (ICSs) is to have an asset
inventory at hand that allows you to easily manage all the devices within the OT, since it
will tell you what equipment there is and its location, thus improving efficiency when seeking
a specific device or security. To do this, you must follow certain steps when creating the
asset inventory from scratch, since the number of devices that may be connected will make
this task quite difficult if it is not done in an orderly fashion and according to stipulated
guidelines.

7.1. Define the scope
To begin with, you will need to define the scope of the inventory, which does not mean the
amount of assets to be included, which should be all of them, but rather type of depth of
information you will compile about them. This will mean the scope of the devices being
thoroughly reviewed, including, if necessary, making several inventories; or classifying them
into different groups because of the quantity and different types that you may have when
managing them. The need for a good asset inventory when executing cybersecurity projects
is a key factor that will help you do a good job. Moreover, by properly defining the scope of
the information to be included about the assets, they can be protected more efficiently when
managing their vulnerabilities.

7.2. Define the type of inventory
Once the scope of the inventory has been defined, you will need to ask what type of
execution you will use to create it (manual, automatic or mixed), since the most suitable
type to use will depend on the infrastructure and topology of the devices that are available.
The same point will apply when choosing the type of inventory (active or passive), since it
will have a greater or lesser impact on the infrastructure or topology of devices that are
being fully executed.

7.3. Search for assets and creation of the inventory
Creating a good initial asset inventory will require a lot of time, although this is not always
easy because other factors (costs, projects) come into play. In addition, you will need to
check continuously to ensure that it is correctly updated.
It is advisable to invest as much time as possible in creating an inventory that meets
minimum requirements, since having more information about well-inventoried assets will
provide better security.
The techniques used to compile all the devices connected or distributed in the plant will
depend on the type of execution or inventory chosen.
You must ensure that all equipment is in the inventory and properly classified.
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7.4. Inventory review and backup copies
Finally, when the inventory or inventories have been created, the most important thing will
be to keep it updated at all times; otherwise, the inventory will become outdated and will not
provide all the information that is needed, leading to poor security management.
It is important to review the inventories, not only when there are new assets but also
periodically, in case it has not been updated at some point.
A backup copy of the inventory itself will also help prevent a disaster, caused by third parties
or people from the company itself, involving theft or disposal of the main inventory. Thus,
we will not have to worry if there is an incident with the inventory, since we can restore this
backup copy without losing information. It is desirable to keep an updated copy so that, if
we lose information in an inventory, we can retrieve a version that is as up-to-date as
possible.

Illustration 11. Steps to create an asset inventory
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8. Inventory maintenance
For the asset inventory to be correct and provide value in terms of security, it must be a
dynamic element, that is, constantly updated; the maximum frequency being set whenever
there is a change in the system; for example, when adding new devices to the network or
removing equipment that is obsolete and redundant. Although this is the ideal frequency, it
is almost never attainable, and reviews are usually carried out quarterly, annually or
however suits the company.
Therefore, it is important to establish an achievable schedule for updating the inventory.
The frequency will normally depend on the type of asset or the information that you want to
update. For example, a personal asset is more prone to change over time and to be subject
to registrations and de-registrations, changes of manager of other assets or other staffrelated actions. In this case, changes should be made manually at the time of the change.
In other circumstances, such as changes in the software installed in the machine, if there is
a great quantity of it, it should be checked periodically using the automatic tools used in the
inventory. Another option is to make it dependent upon the type of inventory, since, if done
manually, a person will be needed to execute this work. Depending on the volume of the
organisation’s assets, more than one person may be required to perform this function.
An updated inventory will let you see all the assets that are part of the process. Therefore,
it is important to not only carry out the inventory once, but also to maintain it, so that it is as
close to reality as possible.
Inventory access control must be monitored so that only users who can make changes to it
are controlled. Normally, the owner of the inventory will be the systems staff, but certain
profiles from other departments will have access to some parts to make modifications. Any
user should be allowed read access, at least to the non-critical parts of it, so that they know
the identified assets and can propose changes if they detect errors.
Backup copies must also be taken into account in inventory maintenance tasks. If it is done
well, an inventory is a very good tool that helps in the resolution of incidents. It is therefore
important to have a backup copy that allows you to keep the data safe from cyber-attacks
or chance errors that could destroy the stored information. As with the updating and review
period, the time between one backup and another is managed by each organisation, but an
important change in its content should involve making a new backup copy, regardless of
when it was last done.
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9. Conclusions
Today there is growing awareness of cybersecurity and more and more companies are
looking to secure their industrial control systems. But there is a very important point to keep
in mind: items that are not known cannot be secured, so a good starting point may be to
carry out an inventory of all our assets.
It can give you an overview of all the elements involved in the process. The more detail
stored for each asset, the easier it will be to use the inventory as a security tool. For
example, if versions of software installed on a computer are stored, it will be easier to
identify vulnerabilities associated with those versions.
It is not only important to carry out the inventory but also to maintain it, so that it is up-todate and faithfully reflects the reality of the assets, since an outdated inventory loses its
value.
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Appendix 1: Glosary of terms

ARP: Address Resolution Protocol
DPI: Deep Packet Inspection
HMI: Human Machine Interface
IDS: Intrusion Detection System
IED: Intelligent Electronic Device
LAN: Local Area Network
NVT: Network Vulnerability Tests
OT: Operation Technology
PLC: Programmable Logic Controller
RTU: Remote Terminal Unit
SCADA: Supervisory Control and Data Acquisition
ICS: Industrial Control System
SIEM: Security Information and Event Management
TI: Information Technologies
TO: Operation Technologies
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Appendix 2: Inventory table
This appendix contains an example of an asset inventory. Table 3 sets out a series of fields and how they could be filled. On the next page
you will find the empty table so that it can be printed and filled out as many times as necessary.

Manufacturer

Description

Tipo

Version of
software

Siemens

Speed control of the main
pump

s7-1200

V7.1

Siemens

Remote value acquisition

ET200

---

Hirschmann

Pump room switch

Eagle 20

V3.2.34

Asset valuations
State

Manager

Location
Availability

Maintenance

Integrity

Confidentiality

Criticality

Cost (€)

Floor manager

pump room

5

6

8

10

3500

Active

Floor manager

pump room

5

6

8

10

1000

Active

Systems
Department

pump room

10

6

8

10

2100

Table 3. Example of asset inventory

Inventory: 3º Floor: pump room
Manager: Max
Date: 01 / 01 / 2020.

Signature:

GUIDE FOR AN ASSET INVENTORY MANAGEMENT IN ICS

26

Manufacturer

Description

Tipo

Version of
software

Asset valuations
State

Manager

Location
Availability

Integrity

Confidentiality

Criticality

Cost (€)

Inventory: ______________________________________ Signature:
Manager: ____________________________________
Date: ____/____/________
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