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INTRODUCTION

1. INTRODUCTION
The S.M.E. Instituto Nacional de
Ciberseguridad de España M.P., S.A.
(INCIBE) is a state-owned enterprise
attached to the Secretary of State for
Digitalization and Artificial Intelligence
and under the Ministry of economic
affairs and digital transformation and
consolidated as a reference entity for
the development of cybersecurity and
of the digital confidence of citizens,
academic and research networks,
professionals,
companies
and
especially for strategic sectors and
digital service providers.

INCIBE-CERT is the cyber incident
response team of INCIBE and CERT1
or national CSIRT2 competent in the
prevention, mitigation and response to
cyber incidents in Spain in the area of
private
companies,
citizens
and
institutions affiliated with the Academic
and Research Network (RedIRIS) and
digital service providers of the private
sector.
Additionally, INCIBE-CERT is jointly
operated by INCIBE and CNPIC3 in all
matters related to the management of
incidents affecting critical operators.4

With an activity based on research,
service provision and coordination with
agents with competences in the area,
INCIBE
contributes
to
building
cybersecurity at the national and
international level.

1

It stands for Computer Emergency Response Team.
A synonym of CSIRT.
2

Which means Computer Security Incident Response
Team. A synonym of CERT.
3

National Centre for Infrastructure Protection and
Cybersecurity.
4

Article 11.2 of RD-Law 12/2018, of 7 September, on
security of networks and information systems.
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PURPOSE

2. PURPOSE
This document is derived and aligned
with the National Guide for Cyber
Incident
Notification
and
Management and its purpose is to
support cyber incident management
tasks as well as collect mechanisms,
references and channels for notification
to the INCIBE Security Incident
Response Centre (INCIBE-CERT),
where appropriate.
The operation of said response service
includes notification to INCIBE-CERT
as set out in National Guide for Cyber
Incident
Notification
and
Management, as well as INCIBECERT’s internal procedures to carry out
their resolution and provide a response

to those affected, providing
appropriate
recommendations
reduce the security risk that
incident might entail.

the
to
this

As such, all cyber incidents that affect
the information systems of any of the
target audiences that INCIBE-CERT
serves can be communicated to this
CSIRT, regardless of whether the
affected party resolves them by their
own means.
The criteria included in this guide meet
good practices generally recognised in
incident management and, as such, can
serve as a reference in the design and
implementation of this type of services
in any other area.
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3.

INCIDENT MANAGEMENT

INCIDENT

MANAGEMENT

What is known as information security
incident management is as an ordered
set of actions focused on preventing, as
far as possible, the occurrence of cyber
incidents and, if they occur, restore
operating levels as soon as possible.
The incident management process
consists of different phases and,
although all are necessary, some may
be included as part of others or treated
simultaneously.

Preparation

Identification

Containment

Mitigation

Recovery

Post-incident

Figure 1. Phases of incident management.
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The different phases of incident management are described in detail below.

3.1. Preparation
During the state prior to the declaration of a cyber incident it is necessary for every
entity to be prepared for any event that could occur. Good anticipation and prior
training can be the difference between an effective management of an incident or an
absolute disaster, for which it is necessary to take into account three fundamental
pillars: the people, the procedures and the technology. The point at which an
incident is declared will be too late to start planning.
You should always have an updated list of contacts, both internal and external to the
organisation, which may be necessary to contact (crisis committee, suppliers, etc.) who
have skills and training in situations of pressure and can redirect a problem to an
acceptable state. It is necessary to have several contact methods for each person
(telephone, instant messaging, email ...) in case any contact method is not available at
the time the need arises. In the case of encrypted communications, it is essential to
have tested the sending and receiving system in advance and to have the necessary
encryption mechanisms. Not having the public keys of a contact or sending an
encrypted confidential message to a recipient who does not have access to it (technical
problems, lack of tools, untrained personnel...) makes it necessary to devote essential
resources to non-priority tasks.

In some cases, it will be necessary to collect evidence that will be subsequently
analysed or used in a judicial process. To avoid contaminating this evidence,
removable media must be available that have been safely erased in advance. This will
also avoid having to delete while managing an incident with the loss of time and
resources that this would involve.
It is also the time to prepare the rest of the tools that may be needed during the
incident management, such as a ticketing tool in which to register the incident
management, or others that may be required during the later phases of incident
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management, such as storage media, cloning machines, programs or tools, such as
screwdrivers and pliers.
Incident response teams, especially if they are external to the organisation, may not be
familiar with the affected architecture; having network diagrams and an updated asset
catalogue (at least with the most critical resources) provides an overall vision and helps
develop a strategy to address the problem.
It is very likely that it is necessary to have devices to carry out the collection of
evidence, their analysis or, even, the restoration of some critical service that has been
affected. The possible needs of this additional material must be taken into account and
ensure that you are prepared for the task you must carry out (network traffic analysis,
disk duplication, evidence extraction, forensic analysis, virtualisation, analysis of
malicious programs ...) and that the steps to carry them out are set out in the
procedures and these are updated.
In view of the need to restore an affected system during an incident, a secure and
functional image must be available to return to a previous state and ensure the
continuity of the affected process. These restoration and recovery processes must
have been previously tested and documented to ensure that they are developed with
maximum guarantees.
The evidence gathered during the incident management process, as well as any other
sensitive material, may need a secure location to be stored, such that in the incident
preparation phase the location and availability of this type of storage must also be
planned.
Since there is always the possibility of cyber incidents, it is necessary to try to prevent
them as much as possible and be prepared in case they materialise. It is especially
important to pay attention to some aspects such as:


Training of the human team: The user is always the weakest link when talking
about security, therefore, it is necessary to carry out training and awarenessraising work so that users are able to make responsible use of the systems and
information they use. For example, the actual incidents that occurred in the past
- to the entity itself or to third parties - form excellent material to raise
awareness about existing threats and possible consequences of inappropriate
use of assets.



Protection of the workplace: The human factor does not always have to be
the cause of a possible cyber incident: there are other variables that must be
taken into account, such as possible vulnerabilities in programs or operating
systems, malicious programs, intrusions or attacks through the network, etc. It
is necessary to know these threats and to apply the appropriate preventive
measures to prevent, as far as possible, the attacks from succeeding.



Risk analysis: A proper risk analysis requires identifying the assets that an
entity manages and the threats that could be affected. After an assignment of
the probability and impact of the threats against the assets, the risk
management must be executed: a process that requires defining the threshold
that will determine which risks are considered acceptable and which are not.
From here, a risk treatment plan should be defined that includes what actions
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are going to be taken to control the risks previously identified during the
analysis, and which can be mitigated, transferred or accepted.
Carrying out cyber exercises or cyber defence training is an excellent method of
training the human personnel in crisis situations through simulated situations that allow
them to learn the current threats that may affect the information systems and the
existing mechanisms that can be used to combat the threats. INCIBE has published a
taxonomy of cyber exercises5 and, since 2013, has periodically organised CyberEx
cyber exercises.6

3.2. Identification
Any organisation must know what its normal state of operation is and what events are
part of the daily operation, since only thus will it be possible to identify those cases that
can be considered abnormal and require in-depth analysis. Generally, only a small
proportion of all the events that are processed by the systems are cause for detailed
analysis and considered security incidents.
This phase is closely related to the preparation phase, since there is a constant jump
between the two. When an event requires further analysis, it could be said that it goes
from the preparation phase to the identification phase, however, if the event is
discarded, it would return to the preparation phase until a new event requires more
attention.
From the moment the identification phase begins, it is recommended that confidentiality
policies be applied and that the “need to know” principle be considered, sharing the
information only with those involved who really need to know it. Encrypted
communications and secure storage of information must also be taken into account
from this moment on.

5

https://www.incibe-cert.es/sites/default/files/contenidos/estudios/doc/incibe_cyberexercises_taxonomy.pdf

6

https://www.cyberex.es
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It is impossible to have procedures to manage all cyber incidents that may materialise,
however, there are common attack vectors that help identify a security incident,
determine its scope and the systems affected. Some common vectors that deserve
special attention are:












Email: Identity theft attacks via email (spear phishing) have proven to be a
technique with a high success rate and are widely used. These types of attacks
may contain malicious links or attachments.
Known vulnerabilities: Vulnerabilities in content managers, components,
modules, industrial devices, IoT-type elements, web applications and software
in general, including the operating system itself, may involve, in addition to
unauthorised access to systems, theft of sensitive information, credentials or
other information that can be used in combination with some other technique to
achieve a successful attack.
External storage devices: Mass storage devices that connect via USB are an
attack vector that must be taken into account during the identification of a cyber
incident.
Inappropriate use of assets: The installation of unauthorised software, access
to websites of doubtful legality or possible oversights when using confidential
documentation are a common source of numerous cyber incidents.
Loss or theft of assets: The loss or theft of documentation or devices that do
not have the appropriate security measures such as remote erasure or
information encryption.
External vectors: Some attacks, such as sabotage or brute force attacks,
cause problems related to the availability of services.

Once the attack vectors have been considered, different sources of information can be
used to help identify the source of a possible cyber incident and its scope. For
example:


At the network level:












Logs of connections made through proxy systems.
Logs of connections authorised by firewalls.
Logs of connection attempts that have been blocked on firewalls.
Network traces that show connections to destinations, ports or through
unexpected protocols, as well as traffic peaks that are anomalous or at
unusual times.
Connections whose origin or destination are nodes of the TOR network
or assets that appear on reputation lists as potentially malicious.
Security event correlation systems (SIEM).
Intrusion detection/prevention network systems (NIDS/NIPS).
Networked information leak prevention systems (NDLP).

At the machine level:





Records of local intrusion detection/prevention systems (HIDS/HIPS).
Unusual user accounts in the system, especially those with
administrative privileges
Hidden files or with suspicious sizes, names or locations, and they may
indicate some type of information leakage or storage by some malware.
Files with unusual permissions, with SUID or SGID in unusual routes,
orphaned files that could show evidence of some kind of intrusion or
rootkit.
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Suspicious entries in the registry, mainly in the case of malware
infections on Windows systems, where this is one of the usual
techniques used by malware to ensure it remains in the compromised
system.
Audit records and unauthorised access.
Local information leak prevention systems (DLP).
Unusual processes and services, not only listening services, but also
established connections to strange ports or hosts, unusual or included in
some type of blacklist of Command and Control (C&C) servers used by
botnets.
An excessive load of disk or memory may be caused by a security
incident such as malware, denials of service or intrusions.
Sessions open on the machine from other computers, anomalies in the
ARP tables, unusual shared folders or excessive permissions, or a high
number of connections with some TCP flag activated abnormally and
that could show an attack.
In the case of user machines or mobile terminals, they may indicate
some type of infection in the system, among other things: anomalous
behaviour of some application, browser pop-ups, very slow connections,
reboots or applications that close for no reason.
Scheduled tasks or suspicious activity in the audit records and logs
indicating abnormal operation of the system or attempted intrusion into a
service, for example by brute force.
Registers of antivirus consoles or of some tool usually installed in the
system to identify rootkits, for control of file integrity, signing the
binaries, etc.
Registers of anti-spam consoles.
Abnormalities or conditions reported by other users.

At the application level:



Audit records and unauthorised accesses.
Registers or logs of applications that can gather information of interest,
such as dates, transactions or user activity.

There are other types of external sources that provide information that must be
considered:



Abnormalities or conditions reported by other users outside the organisation.
Information about new exploits or vulnerabilities reported by manufacturers,
service providers or other response teams such as INCIBE-CERT.7
 Information available publicly through social networks, in many cases related to
hacktivist activity campaigns.
Those systems with configurations similar to those affected should always be checked,
since an attacker could use the same intrusion technique on different computers.
As previously mentioned, knowing what the normal state of operation is will help to
detect anomalies that may require detailed analysis. It is also important not to fall into a
false sense of security caused by the existence of protection technologies, since these
are not infallible.

3.3. Containment
7

The INCIBE-CERT website (https://www.incibe-cert.es/) offers both early warning security and vulnerability alerts and
as a log of Cybersecurity and other content.
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If an attacker has managed to compromise a device, he/she must be prevented from
being to compromise a second; if he/she has managed to extract a document from the
file server, the job of the response team, at this time, is to prevent more information
from leaving. The training and experience of the personnel involved in incident
management will be a determining factor during this phase.
When a cyber incident occurs, this is usually the phase in which decisions are made
more quickly since time is a determining factor and the reputation or continuity of the
business is at stake and you have to remember that rushed decisions are good even if
they are not always successful.
It is very important that the documentation of each step taken, or each activity
observed during this phase is included in the log or the incident management tool.
Decisions are made quickly, and it is extremely simple to carry out any undue action, or
one that requires subsequent monitoring, which may not be remembered and
compromise the resolution of the problem, especially when the existing procedures on
incident management are not followed.
Once the situation has begun to be studied, you are in a position to classify the cyber
incident, which will determine how to address it and reveal some guidelines for
resolving it. A cyber incident taxonomy allows for prioritisation based on the type of
incident and how dangerous it is. The impact produced by the cyber incident is a third
value with a more dynamic character than the previous ones and may vary throughout
the life cycle of the incident given that what initially may seem like a simple problem
related to an email could ultimately result in a crisis, with intellectual property theft and
reputational damage.
Correct classification of cyber incidents allows response teams to assign the
appropriate priority to each problem, ensuring that the most serious cases are dealt
with first or allocated the most resources. The cyber incident taxonomy used by
INCIBE-CERT, based on best practices and following the recommendations of relevant
international organisations in the area, is available through the8 link to the content
updated by the working group.
It is a good idea to record and document the cyber incident with the support of an
incident management or ticketing tool, including the information obtained during the
identification phase as well as the classification, danger and initial impact values. It is
also the time to consider the need to report the existence of a security incident at a
higher level in the organisational structure of the entity (department managers, CISO,
CIO, Crisis Committee...) depending on how it has been defined in the procedures.

8

https://github.com/enisaeu/Reference-Security-Incident-Taxonomy-Task-Force/blob/master/working_copy/humanv1.md
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If it has not already happened, it is very likely that the actions taken from this point may
affect the provision of a service offered by the organisation. Since it is not the work of
the response team, nor does the latter have the necessary knowledge to estimate the
loss that it may entail for the business to isolate a server that offers an essential service
for the organisation, the authorisation of the business area must always be obtained
before initiating large-impact containment actions. Always prevent the cure from being
worse than the disease.
Once the extent of the problem is known through network diagrams, detection systems,
event correlators and other technologies, common characteristics can be sought
among the affected assets and isolation measures can be taken based on the patterns
identified.
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Some of the actions that can be taken first consist of:










Disconnect the machine or network segment from the rest of the organisation’s
networks. This can be done, if it is an isolated device, by disconnecting the
network cable or by breaking the wireless link if the connection is made via WiFi.
If it involves a machine that plays a critical role for the business, it is possible to
place an intermediate firewall between the affected segment and the rest of the
network that makes it possible to filter the traffic and allow only what is strictly
necessary for the provision of the service.
Relocation of the compromised resource in an isolated VLAN.
Consider the application of DNS sinkholing techniques to control malicious
traffic.
If the technical details of the type of cyber incident are known, more tight
containment measures can be applied to each situation (blocking of certain
emails, application of firewall rules, blocking access to shared units, etc.).
Contact third parties that can offer help in containment. Internet service
providers can apply filters or activate protection measures and INCIBE-CERT
can offer additional information and coordination at a national and international
level with other possible involved in the incident.

Once the initial steps have been taken to contain the problem, being careful not to
destroy valuable information, it is time to begin with the procedures to take and
preserve evidence. This step is important, both should it in the end be necessary to
bring a prosecution regarding the incident, so as to be able correctly to analyse the
origin and determine the real impact of the problem.
Volatile data stored in the device’s memory may be very important for the analysis
process in cases of malicious programs or intrusions and these would be lost if the
machine were to be switched off, so if it is considered relevant, techniques must be
applied to acquire it before the machines are switched off. To acquire volatile memory,
forensic tools (both hardware and software) can be used; you should at all times seek
to not alter the system or its data since important evidence could be modified or lost. In
virtualised systems the RAM is available as a file; in the case of VirtualBox it has the
extension “.sav” and “.vmem” in VMWare.
Once the process of acquiring volatile data from memory has been completed, the
system could be shut down. To do this, and in order to prevent any unknown behaviour
by a possible malicious program present in the compromised computer, it is best to
execute a sudden power outage of the system, by disconnecting the power cable or
removing the battery from the computer.
For non-volatile data, exact (bit by bit) copies of the original data must be made. This
can be done with different utilities or tools, or using physical devices commonly known
as cloning machines. Whenever a copy of a storage medium is made, a verification
should be made that the original medium will not suffer any alteration, so it is
recommended that you use elements that block writing on them (write-block) while
cloning.
The copied information must be stored on devices on which secure erase techniques
have been previously applied to ensure that they do not contain any previous
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information that could contaminate the new data. It is a good idea for the target media
to be slightly larger than the source media. It may not be possible, in some cases, to
make a complete copy of the system or the memory; in these cases, alternatives such
as performing a live forensic analysis can be evaluated.
Once the data has been extracted, additional techniques must be applied that
guarantee their integrity; this is done by applying cryptographic functions or hash. Most
of the current systems make it possible to perform type MD5 and SHA1 functions; in
some cases, there will also be the option of applying functions of the SHA2 family, the
latter being preferable. These functions must be applied to both the source data and
the destination data, verifying that the value obtained in both cases is the same. This
makes it possible easily to verify that the copied data is identical to the original data.
From this point you can start the analysis of the copied data to try to obtain maximum
information about what happened and continue with the incident mitigation phase.
However, it may be that at this time a compromised machine must continue to operate
due to business needs. In these cases, temporary corrective measures must be
applied until the asset can be temporarily replaced or removed from service to apply
the mitigation measures permanently. Without being exhaustive, some of these
measures to consider may be:




Eliminate suspicious processes.
Remove user accounts that have been created by potential attackers.
Apply filtering rules and additional security measures in perimeter protection
systems.

3.4. Mitigation
The most appropriate mitigation measure usually begins by safely deleting the
compromised storage media and reinstalling the system but unfortunately this is not
always possible; in some cases, because there is no recent backup of the information
(if it exists) and in other cases because recommissioning a system without knowing the
causes of the cyber incident can result in a new and identical problem.
The mitigation measures will depend on the type of cyber incident, so, in cases of
distributed denials of service (DDoS) it may be necessary to request assistance from
external entities, such as suppliers of services to mitigate of this type of attack or a
national CSIRT such as INCIBE-CERT, which can support the analysis and definition
of the mitigation strategy.
Antivirus product manufacturers offer solutions to eliminate threats from compromised
computers, however, it is necessary that these have been previously identified by the
manufacturer so that they can be detected and removed automatically.
In some cases, automatic removal through tools is not possible, mainly when it comes
to some type of rootkit or more advanced threats. In these cases, it will be necessary to
carry out a secure erase of the storage medium and a complete reinstallation of the
operating system and applications. If there are backup copies and the date of
compromise is known exactly, it is possible to restore the system with a backup copy
from before the start of the incident.
Whether a new installation is performed, or a previous backup to the cyber incident is
restored, it is necessary to apply the necessary security measures in the system; this
includes updates from both the operating system and other applications. It is also
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necessary to carry out an analysis of the degree of exposure of the asset, since in
many cases the compromise originates from poorly configured exposed services that
should not be active or which, if necessary, should have been properly protected
(telnet, ssh, rdp, etc.).
When there are no available backup copies and a complete reinstallation of the system
has been carried out, the information must be manually extracted from the previously
compromised machine and transferred to the new system, with the corresponding
precaution of not transmitting the infection along with it.
Although in some cases certain measures may overlap between this phase and the
previous phase, this may be the time at which the latest updates from the
manufacturers are applied, the user account passwords changed, or the perimeter
security rules are revised.
Before the new system is commissioned, it is advisable to carry out a security audit of
the system to ensure that the level of protection of the asset is acceptable and that it
can be commissioned safely.
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3.5. Recovery
The purpose of the recovery phase is to return the level of operation to its normal state
and to ensure that the affected business areas can resume their activity. It is important
not to rush commissioning systems that have been involved in cyber incidents.
It is advisable to pay special attention to these systems during commissioning and to
look for any signs of suspicious activity such as foreign processes, unauthorised user
accounts, new entries in the registry, unidentified connections, any symptoms that may
indicate that the problem is occurring again.
In cases of critical systems, special attention should be paid to the product
manufacturer’s restoration or reinstallation instructions, programming corrective
maintenance and shutdowns of systems necessary to execute the recovery from the
cyber incident.
The possibility exists that during the commissioning of the new system the original
problem or some other one is reproduced whose target is one of the assets in our
domain. In these cases, it will be necessary to reapply the containment and eradication
measures explained in the previous sections.
It is important that non-technical managers and system administrators verify proper
operation. All this will be much easier to do if the start-up is done at a time when the
system has a lower workload.

3.6. Post-incident actions
Once the cyber incident is controlled and the activity has returned to normal, it is the
time to carry out a process that is not usually given all the importance it deserves: the
lessons learnt.
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It is worth pausing to reflect on what has happened, analysing the causes of the
problem, how the activity has developed during the management of the cyber incident
and all the problems associated with it. The use of an incident management tool or a
log to record all the information as it has been compiled will help in preparing a postincident report and prevent missing out important information.
The purpose of this process is to learn from what happened and to ensure that
appropriate measures can be taken to prevent a similar situation from being repeated.
This will also help to assess the action procedures, the chain of command, security
policies and train those involved for future crisis situations.
Each member of the team involved in the management of the cyber incident must
provide their annotations and all must be collected in a general report that can be
reviewed at a meeting. The post-incident report must include a brief executive
summary and technical appendices to be distributed both to senior management of the
organisation and to technical personnel who wish to delve into what happened and
analyse the entire process.
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PROCEDURES

4
4. PROCEDURES

The National Guide for Cyber
Incident
Notification
and
Management includes the procedure
and mechanisms for the notification of
cyber incidents to the reference CSIRT.
The notification of cyber incidents can
be made from the affected entity to
INCIBE-CERT or vice versa. As a
national reference CSIRT or CERT,
INCIBE-CERT has its own mechanisms
and collaborations with third parties to
detect threats and inform those
affected. Similarly, any citizen, SME,

Prevention

body subject to private law or institution
affiliated with RedIRIS and digital
service provider of private sector can
notify a cyber incident to INCIBE-CERT
and benefit from the response service,
regardless of whether the cyber
incident is finally resolved by their own
means.
Once the cyber incident has been
notified, the internal procedures of the
CSIRT are put in place to provide an
effective response and achieve a
solution.

Analysis
Notification

Detection

Response

Figure 2. INCIBE-CERT, National CSIRT

4.1. Opening the case
Whenever INCIBE-CERT receives a notification about a possible cyber incident, the
technical team carries out an initial analysis that will determine if the case is capable of
being managed by INCIBE-CERT. If the sender is outside the scope of action or the
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case reported cannot be classified into any category of the INCIBE-CERT taxonomy,
the opening of a new cyber incident will be ruled out; the sender will be notified where
necessary.
If you apply the INCIBE-CERT cyber incident management, the reported information
will be recorded and a priority will be established according to its classification, then the
necessary actions to resolve the cyber incident will be initiated.

During the registration of a cyber incident, INCIBE-CERT will assign a unique identifier
to each case that will be present during all communications related to the incident. In
those cases, in which the communication with the affected party or other parties
involved is done by email, this identifier will appear in the "subject" field. This value
must not be modified or eliminated since this would slow down the management of
communications and the final resolution of the cyber incident.
Throughout the cyber incident management process, INCIBE-CERT may contact the
sender or third parties to request or exchange additional information that expedites the
resolution of the problem.

4.2. Prioritisation
Each cyber incident will be assigned a priority based on the degree of danger and its
potential impact.
As a general rule, INCIBE-CERT will make initial communication by email with the
person responsible for the asset involved in the cyber incident and, if it receives no
response, it will try twice more, waiting 7 days between each communication. If no
response is obtained, the incident will be closed.
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Figure 3. Incident tracking

For those areas of action in which a different escalation procedure has been defined,
alternative contacts will be notified as established before the case is closed.



Low and Medium Priority

The incidents are dealt with in order of arrival as long as one of higher priority is
not required. In this case, INCIBE-CERT will wait for the affected person to take
the corrective actions necessary to solve the problem, following the procedure
described above.



High Priority

These cyber incidents need to be dealt with before others, even if they are
detected later. When the volume of incidents is high, other, lower priority cases
will not be handled until the former have been dealt with.
Specific procedure for RedIRIS affiliated entities:
An attempt is made to contact the institution responsible for the IP address
involved in the incident to take appropriate corrective actions both by email and
by phone. First with the institution’s head of security and then with the institution’s
PER.

Figure 4. High priority incidents in RedIRIS

If it is an institution connected to a regional network, all the messages to the
heads of security of the regional network are also copied in.
If the problem persists on the next working day after the last communication, and
after at most 24 hours have elapsed, the regional network is asked directly to
carry out the necessary corrective actions on the attacking IP address to address
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the problem. For this purpose, a message will be sent to the regional network
requesting said actions, copying said message to the institution’s manager, so
that they are aware of the measures that the regional network will take on their IP
address. During the course of this period of time, both parties can be contacted to
know the status of the implementation of the solution.
If the problem persists on the next business day after the last message, and after
at most 24 hours have elapsed, the problem will be mitigated directly in the
backbone. The actions implemented by RedIRIS to solve the problem will be in
effect until the institution or the regional network proves that the problem has
been resolved. It will be waiting to receive the information from the institution or
the regional network, in which the incident code (ticket number) and the proof
showing that the problem has been resolved must be recorded. When the
communication is received with the solution to the problem, it will have a
maximum of 24 hours to analyse this information and eliminate the corrective
actions applied to the IP address.



Critical Priority

The management of these cyber incidents does not admit of delay and all
available resources will be used to resolve it.
Specific procedure for RedIRIS affiliated entities:
Corrective actions are taken on the RedIRIS backbone problem without prior
notification to the affected institution or to the regional network. In this way the
RedIRIS infrastructure is protected to ensure its normal operation.

Figure 5. Critical priority incidents in RedIRIS

An attempt is made to contact the institution responsible for the IP address
involved in the cyber incident, both by mail and by telephone. First with the head
of security of the institution and then with the PER of the institution. If it is an
institution connected to a Regional Network, all the messages to the heads of
security of the regional network are also copied in.
RedIRIS will keep the corrective measures applied until the institution or the
regional certify that the problem has been resolved. RedIRIS will be waiting to
receive the information from the institution or the regional network, in which the
incident code (ticket number) and the proof showing that the problem has been
resolved must be recorded.
When RedIRIS receives the communication with the solution to the problem, it will
have a maximum of 24 hours to analyse this information and eliminate the
corrective actions applied to the IP address.
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4.3. Resolution
Once a solution has been arrived at that involves the closure of the incident, both by
the affected party and by INCIBE-CERT, it will be communicated to the actors involved
in the cyber incident.

User report

Communications

Analysis

Is it
applicable
?

Rejected

Prioritisation
Manageme
nt

Classification

Resolution

Figure 6. Cyber incident management flow.

A solution, and the closing of the associated cyber incident, do not always mean
satisfactory resolution of the problem. In some cases, it is not possible to reach an
adequate solution for different reasons, such as the lack of response from someone
involved or the absence of evidence to identify the origin of the problem.
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The incident closure communication will be carried out through the usual
communication channel or by email informing of the type of resolution reached. In the
event that the resolution value of an incident is not satisfactory, the affected party may
request its modification by responding to the message closing the case indicating the
causes of the attack as well as the solutions provided to resolve it.
The final value assigned to the impact of the cyber incident must be indicated by the
affected party since, otherwise, the default value will be “Undeclared impact”.
The closing values adopted by INCIBE-CERT, and which are detailed in the National
guide for notification and management of cyber incidents, not only focus on the
description of the solution provided by the affected institution, but also try to show the
level of solution that has been reached in each of the incidents.
For the institutions affiliated with RedIRIS, the fundamental reason is that the work to
disinfect/repair the affected resources is usually an internal task for each institution and
trivial in the face of exhaustive knowledge of its causes. Having detailed information on
the causes that have given rise to malicious activity makes it possible, among other
things, to help others who are affected to solve similar problems, as well as to have a
source of knowledge that the whole community can use.
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A. REFERENCE: CALCULATION OF IMPACT
Below is a series of possible consequences caused by the cyber incident associated
with certain levels of impact.
The criteria for calculating the impact are set out in the National Guide for Cyber
Incident Notification and Management. In order to make it easier for citizens,
companies and entities affiliated with RedIRIS to do the work of calculating the impact
of a security incident, the following criteria are proposed in addition to those included in
the National Guide for Notification and Management of Cyber Incidents, based on
risk analysis scales of Information Security Management Systems (ISMS), generally
accepted good practices and the Magerit v.3.0 methodology.
This table is presented for guidance purposes to support the work of calculating the
impact of a security incident.
IMPACT
LEVEL

POTENTIAL IMPACTS OF THE
CYBER INCIDENT

CRITICAL
Image and reputation: problems
regarding customers, suppliers
and other key stakeholders in the
sector and negative impact in the
media.

Strategy:
jeopardise
the
achievement of one or more
company objectives.

CRITERIA / POSSIBLE
CONSEQUENCES
 The number of customers, suppliers
and other key stakeholders in the
sector that are affected by the
service disruption is extremely high.

 High

reputational damage and
continuous coverage in international
media.

 The scope of the impact affects the
achievement of more than 90% of the
company’s objectives.
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Legal compliance: breach of
personal data legislation and
breach of other legal obligations
(specific laws and regulations)
that apply to the company.

 The cyber incident probably causes
an exceptionally serious breach of a
law or regulation.

Responsible management and
sustainability:
breach
of
responsible
and
sustainable
management
commitments
voluntarily taken on by the
company.

 The impact results in an extremely
serious breach of the commitments
voluntarily taken on by the company
with the different interest groups.

Budget and costs: cause high
budget changes or exceptionally
high losses of very great financial
value.

Operation: cause interruptions in
the company’s activities and may
cause an impact on third parties.

 The impact results in an increase in
the cost of the service of more than
90%.

 The impact generates a loss of
profits of more than 90% compared
to the previous year.

 The scope of the impact affects more
than 90% of the services provided by
the company.

 The impact causes an interruption of
the service(s) for more than 24
hours.

Satisfaction: cause breaches in
delivery or service provision times
and complaints from stakeholders
that may result in loss of loyalty
from the portfolio of customers or
suppliers.

Security for people and/or
facilities: cause damage and
harm to people or corporate
facilities.

 The impact causes an extremely
serious breach of the established
delivery times.

 The impact causes losses of more
than 90% of the customer or supplier
portfolio.
 The cyber incident seriously affects a
group of individuals.

 The corporate facilities have been
extremely seriously affected.
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Security for the systems: cause
damage to the information
systems in which the services
provided by the company are
supported or in which information
necessary
for
the
correct
operation of the services is
stored.

 The impact affects more than 90% of
the company’s information systems.

VERY
HIGH
Image and reputation: problems
regarding customers, suppliers
and other key stakeholders in the
sector and negative impact in the
media.

 The number of customers, suppliers
and other key stakeholders in the
sector that are affected by the
service disruption is very high.

 The negative impact on the media
would mean a very serious
destruction of the brand image.

Strategy:
jeopardise
the
achievement of one or more
company objectives.

 The scope of the impact affects the
achievement of between 76% and
90% of the company’s objectives.

Legal compliance: breach of
personal data legislation and
breach of other legal obligations
(specific laws and regulations)
that apply to the company.

 The cyber incident probably causes a
serious breach of a law or regulation.

Responsible management and
sustainability:
breach
of
responsible
and
sustainable
management
commitments
voluntarily taken on by the
company.

 The impact results in a very serious
breach
of
the
commitments
voluntarily taken on by the company
with the different interest groups.

Budget and costs: cause high
budget changes or exceptionally
high losses of very great financial
value.

 The impact results in an increase in
the cost of the service of between
76% and 90%.

 The impact generates a loss of
profits of between 76% and 90%
compared to the previous year.
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Operation: cause interruptions in
the company’s activities and may
cause an impact on third parties.

 The scope of the impact affects
between 75% and 90% of the
services provided by the company.

 The impact causes an interruption of
the service(s) for more than 8 hours.

Satisfaction: cause breaches in
delivery or service provision times
and complaints from stakeholders
that may result in loss of loyalty
from the portfolio of customers or
suppliers.

Security for people and/or
facilities: cause damage and
harm to people or corporate
facilities.

Security for the systems: cause
damage to the information
systems in which the services
provided by the company are
supported or in which information
necessary
for
the
correct
operation of the services is
stored.
HIGH
Image and reputation: problems
regarding customers, suppliers
and other key stakeholders in the
sector and negative impact in the
media.

Strategy:
jeopardise
the
achievement of one or more
company objectives.

 The impact causes a very serious
breach of the established delivery
times.

 The impact causes losses of
between 75% and 90% of the client
or supplier portfolio.
 The cyber incident seriously affects a
group of individuals.

 The corporate facilities have been
very severely affected.

 The impact affects more than 75% of
the company’s information systems.

 The number of customers, suppliers
and other key stakeholders in the
sector that are affected by the
service disruption is high.

 Damages to reputation that are
difficult
to
repair,
appearing
prominently in the media (wide
coverage in the media) and affecting
the reputation of third parties.
 The scope of the impact affects the
achievement of between 51% and
75% of the company’s objectives.
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Legal compliance: breach of
personal data legislation and
breach of other legal obligations
(specific laws and regulations)
that apply to the company.

 The cyber incident probably causes a
serious breach of a law or regulation.

Responsible management and
sustainability:
breach
of
responsible
and
sustainable
management
commitments
voluntarily taken on by the
company.

 The impact results in a serious
breach
of
the
commitments
voluntarily taken on by the company
with the different interest groups.

Budget and costs: cause high
budget changes or exceptionally
high losses of very great financial
value.

Operation: cause interruptions in
the company’s activities and may
cause an impact on third parties.

 The impact results in an increase in
the cost of the service of between
51% and 75%.

 The impact generates a loss of
profits of between 51% and 75%
compared to the previous year.
 The scope of the impact affects
between 51% and 75% of the
services provided by the company.



Satisfaction: cause breaches in
delivery or service provision times
and complaints from stakeholders
that may result in loss of loyalty
from the portfolio of customers or
suppliers.

Security for people and/or
facilities: cause damage and
harm to people or corporate
facilities.

Security for the systems: cause
damage to the information
systems in which the services
provided by the company are
supported or in which information
necessary
for
the
correct
operation of the services is
stored.

 The impact causes a serious breach
of the established delivery times.

 The impact causes losses of
between 51% and 75% of the client
or supplier portfolio.
 The cyber incident probably affects a
group of individuals.

 The corporate facilities have been
severely affected.

 The impact affects more than 50% of
the company’s information systems.
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MEDIUM
Image and reputation: problems
regarding customers, suppliers
and other key stakeholders in the
sector and negative impact in the
media.

 The number of customers, suppliers
and other key stakeholders in the
sector affected by the service
disruption is significant.

 Noticeable reputational damage,
appearing prominently in the media
(wide coverage in the media).

Strategy:
jeopardise
the
achievement of one or more
company objectives.

 The scope of the impact affects the
achievement of between 21% and
50% of the company’s objectives.

Legal compliance: breach of
personal data legislation and
breach of other legal obligations
(specific laws and regulations)
that apply to the company.

 The cyber incident is probably the
cause of a slight or technical breach
of a law or regulation.

Responsible management and
sustainability:
breach
of
responsible
and
sustainable
management
commitments
voluntarily taken on by the
company.

 The impact results in a serious
breach
of
the
commitments
voluntarily taken on by the company
with the different interest groups.

Budget and costs: cause high
budget changes or exceptionally
high losses of very great financial
value.

Operation: cause interruptions in
the company’s activities and may
cause an impact on third parties.

 The impact results in an increase in
the cost of the service of between
21% and 50%.

 The impact generates a loss of
profits of between 21% and 50%
compared to the previous year.
 The scope of the impact affects
between 21% and 50% of the
services provided by the company.



Satisfaction: cause breaches in
delivery or service provision times
and complaints from stakeholders
that may result in loss of loyalty
from the portfolio of customers or
suppliers.

 The impact causes a major breach of
the established delivery times.

 The impact causes losses of
between 21% and 50% of the client
or supplier portfolio.
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Security for people and/or
facilities: cause damage and
harm to people or corporate
facilities.

Security for the systems: cause
damage to the information
systems in which the services
provided by the company are
supported or in which information
necessary
for
the
correct
operation of the services is
stored.
LOW
Image and reputation: problems
regarding customers, suppliers
and other key stakeholders in the
sector and negative impact in the
media.

Strategy:
jeopardise
the
achievement of one or more
company objectives.

 The cyber incident probably affects a
group of individuals.

 The corporate facilities have been
significantly affected.

 The impact affects between 21% and
50% of the company’s information
systems.

 The number of customers, suppliers
and other key stakeholders in the
sector that are affected by the
service disruption is minimal.

 Isolated reputation damage, without
media coverage.

 The scope of the impact affects the
achievement of as much as 20% of
the company’s objectives.

Legal compliance: breach of
personal data legislation and
breach of other legal obligations
(specific laws and regulations)
that apply to the company.

 The cyber incident could cause a
minor or technical breach of a law or
regulation.

Responsible management and
sustainability:
breach
of
responsible
and
sustainable
management
commitments
voluntarily taken on by the
company.

 The impact results in a minor breach
of the commitments voluntarily taken
on by the company with the different
interest groups.

Budget and costs: cause high
budget changes or exceptionally
high losses of very great financial
value.

 The impact results in an increase in
the cost of the service of as much as
20%.

 The impact generates a loss of
profits of as much as 20% compared
to the previous year.
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Operation: cause interruptions in
the company’s activities and may
cause an impact on third parties.

 The scope of the impact affects as
much as 20% of the services
provided by the company.



Satisfaction: cause breaches in
delivery or service provision times
and complaints from stakeholders
that may result in loss of loyalty
from the portfolio of customers or
suppliers.

Security for people and/or
facilities: cause damage and
harm to people or corporate
facilities.

Security for the systems: cause
damage to the information
systems in which the services
provided by the company are
supported or in which information
necessary
for
the
correct
operation of the services is
stored.
NULL / NO
IMPACT

 The impact causes a minor breach of
the established delivery times.

 The impact causes losses of as
much as 20% of the client or supplier
portfolio.
 The cyber incident could cause
discomfort to an individual.

 The corporate facilities have been
slightly affected.

 The impact affects as much as 20%
of
the
company’s
information
systems.

There is no impact
Table 1. Calculation of impact.

The relationship between qualitative and quantitative criteria is based on the following
relationship:
Qualitative criterion

Quantitative criterion

Exceptionally serious

> 90%

Very serious

76% – 90%

Serious

51% – 75%

Significant

21% – 50%

Slight / minor

< 20%

Table 2. Qualitative and quantitative criteria.
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