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this study

This study contains a detailed technical report prepared after analysing the samples found
in numerous campaigns detected that spoof messaging services, in order to identify the
family to which this malicious code belongs, and the actions it carries out, thus to be table
to collection the greatest possible quantity of information.

The actions carried out in preparing this report comprise the static and dynamic analysis of
the sample within a controlled environment. It should be highlighted that the samples
analysed had already been uploaded in advance to the VirusTotal platform, which publishes
them and makes them accessible to any analyst who has a page account on said platform.

This study is aimed in general at IT and cybersecurity professionals, researchers and
technical analysts interested in the analysis and investigation of this type of threats. It may
also be of special interests for users who use Android devices.

As regards the methodology followed, the reversing tasks were performed with Android
Studio (Emulator), JADX, dex2jar and BURP Suite.
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2.0rgani sation of

This document consists of a part 3.- Introduction in which FluBot, the malicious code subject
to this study, is identified, setting out its scope and the current status of the cyberattack
campaigns, as well as a brief explanation of their behaviour.

Section 4.- Technical report then sets out results of the dynamic and static analysis of the
FluBot samples that have been analysed, beginning with how to obtain the information that
contains the file that is going to be used, the capabilities of the malware and its actions, to
its anti-detection, anti-reverse-engineering and persistence techniques.

Finally, section 5.- Conclusion, sets out the most important aspects discussed over the
course of the study.

The document also has two appendices; Appendix 1: Indicators of Compromise (I0OC) sets
out the indicator of compromise (IOC) and Appendix 2: Yara rules shows a Yara rule, both
for detecting samples related to this campaign.
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nNtroducti on

Between the end of 2020 and the beginning of 2021 there were various fraudulent SMS
campaigns that give notification of a package spoofing different logistics companies, such
as FedEx, DHL or Correos and invite the recipient of the message to install an application
on their mobile device in order to discover where the package is.

After studying three different samples associated to these campaigns, the malicious code
was identified as FluBot. A name given to this Trojan for Android devices due to how quickly
it has spread, as if it were an influenza virus. The community also calls it as Fedex Banker
or Cabassous.

According to the investigations carried out by the Swiss company PRODAFT, it is estimated
that FluBot may have infected more than sixty thousand terminals and listed some eleven
million telephone numbers, a figure that represents 25% of the total Spanish
population.

As regards the functionality of the malicious code, once the user installs the application on
their device, it begins to track the identifiers of all the applications it starts and it is capable
of injecting superimposed pages when it detects a session log-in in one of the target
applications, such that the user thinks that they are entering the credentials on the original
website when, in reality, they are sending them to the command and control server (C2)
controlled by the malicious code operators.
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c al report

The information obtained during the analysis of the samples is detailed below.

4.1. General information

The files analysed consist of files associated with applications in the Android mobile
operating system, as revealed by the Linux command file, both APK packages and Java
code (JAR), which is the programming language that was used to create them. At all events,
all of them are compressed packages in ZIP format.

fedex.apk: Zip archive data, at least v2.0 to extract
fedex2.apk: Java archive data (JAR)
fedex3.apk: Java archive data (JAR)

The signatures of the samples analysed are as follows:

Algorithm Hash
lmm 6d879ac01f7a26d62b38d9473626a328
SHA1 c6clc23f2f2bb4a239f447a9a67f080bdfe3ccc2

SHA256 96912417e5bd643b71dcch527c93046f83c9¢c3325392bdc7dac8587a6b1e9¢c50

Table 1. Details of sample 1 of malicious code.

Algorithm
MD5 4125019bb3370f1f659f448a5727357¢

SHA1 dee560898a292406fc5a06126687ble725b48ade
SHA256 ffeb6ebeace647f8e6303beaee59d79083fdba274c78e4df74811c57c7774176

Table 2. Details of sample 2 of malicious code.

Algorithm
MD5 7b4fd668a684e9bb6d09bcf2ebadfdd2

SHA1 0cf039f61e1c32f0f8e6ed0bad110dd2797df1lee
SHA?256 9a5febfae55bae080acdb3f5f4a9ad2869fbd5d2c8b0af51fb34efc87d4093d8

Table 3. Details of sample 3 of malicious code.

4.2. Summary of actions

The malicious code can do the following:

Listen to notifications.

Read and write SMS messages.
Obtain the device® contact list.
Make calls.

> > > >
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Injects system for application session log-in data theft.
Connection with C2 servers encrypted using RSA asymmetric cryptography.

> >

4.3. Detailed analysis

After reviewing the decompilation of the applications6source code, it is observed that they
are obfuscated, since no readable code is observed, but rather values that appear
meaningless at first sight. Therefore, it can be intuited that the application is packaged and
that the real code is being hidden from the malicious code.

Archivo Vista Navegacion Herramientas Ayuda
@B Bi@ Fls =

*New Project - jadx-gui

~eAbstractAppShell
~eAbstractConsumerAppShell
~eAlarmBroadcastReceiver
-eAppShell
-~eBusinessAppEducation
-eContactPicker
-~eContentDistributionRecip
-eConversation
+&Nn
-ebba2b2amnawgnoB1gM2bbmgss
-eNPStringFog
-~eogkBgaa9nPloanaabaaaMnOP
-ewmaolksManaObagnbgpqjs
y&Np
-eApplicationCo000oxbif4dcff
-~ C0001x2755380e
-0 C0002xf2b16764
-eq9Mjgb2gaMabMoBP9sopBbOlaj
s sobfuse3.obfuse
~eanPsqsnaajBjkpawOpMakabs1t

“ R x  oobfuse3.obfuse.anPsqsnaajBjkpawOpMakabs1bmOMbmos x np.ApplicationCe@@exbifddcff I
package np;

import
import
import
import
import
import

android.app.Application;
android.app.Instrumentation;
android.content.Context;
android.content.pm.ApplicationInfo;
java.util.Arraylist;
n.bba2b2amnawgnoB1lgM2bbmgssanpOPa;

9/import n.ogkBgaad9nPloanaabaaaMnOP;

import n.wmaolksManaObagnbgpgjs;

import obfuse3.obfuse.anPsgsnaajBjkpawOpMakabs1bmOMbmos ;

0NV D WN R

* renamed from: np.B00Edxbi066bIpUia10003U33EEPLia0610pbi0bbamMBUIUMNEBPENbItELU30EEXI36mMEPL
public class ApplicationCeeeoxblf44acff extends Application {

/* renamed from: short reason: not valid java name */
private static final short[] f4short = {2450, 2502, 2501, 2455, 2457, 2498, 2919,

/* renamed from: 6666bbpbiBEALXbIEAIDBEBmmIEMPdlisnokOmKppam36ap30036E330E€€33pppasiéal
public String f5x802e474 = bba2b2amnawgnoBlgM2bbmgssanpOPa.m17jmagkaBaammlpwaMoabi

-eNPStringFog3

i Psolg 22| public ApplicationCe@eexblfadcff() {
g g 23 while (true) {
wmorg . 24 int i = 53011008 ~ 76000;
~snpci.commonlibrary 25 while (true) {

~epjsip 26 switch (i) {

-~sspongvcastle.icaice.provic

Illustration 1. View of the decompilation of one of the functions of application 1

On the other hand, the AndroidManifest file shows the permissions these applications
require:

android.permission.ACCESS_NETWORK_STATE
android.permission.ACCESS_NOTIFICATION_POLICY
android.permission.CALL_PHONE
android.permission.DISABLE_KEYGUARD
android.permission.EXPAND_STATUS_BAR
android.permission.FOREGROUND_SERVICE
android.permission.INTERNET
android.permission.NFC
android.permission.QUERY_ALL_PACKAGES
android.permission.READ_CONTACTS
android.permission.READ_PHONE_STATE
android.permission.READ_SMS
android.permission.READ_SYNC_SETTINGS
android.permission.READ_SYNC_STATS
android.permission.RECEIVE_SMS
android.permission.REQUEST_DELETE_PACKAGES
android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
android.permission.SEND_SMS
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android.permission. WAKE_LOCK
android.permission.WRITE_SMS
android.permission. WRITE_SYNC_SETTINGS

With these permissions, the application could perform the following actions:

Access to the internet.

Read and send SMS.

Read the phone® contact book.
Make phone calls.

Delete applications.

Access the MAccessibilitydservice.

> I > > > I>»

The observed obfuscation is very common in malicious Android applications. Normally, it is
an application that hides an encrypted file, normally using RC4, which corresponds to the
original .dex extension file, which is decrypted in runtime and uploaded by the application.
The difficulty, from the point of view of the analysis, lies in locating the file and the decryption
key, which are normally calculated dynamically.

Application 1 is protected by APK Protector software and the file containing the original
code is located in the path assets/dex/classes-v1.bin.

{*ProtectKey': ¥ 4 ¥ 18 ¥ 8 ¥F 1k ¥ t# ¥ 1t U 0F 9F 18 95 ¥ 25 0F A 95 16 9 48 0K 46 4R B )

EREFHEIHAETEFRBAEESHATERLTAEH ' + "' = '313538363A3630393632313431313A°
ndroid-support-v4.jar

ppconfig basic.json

oot. conflu

Illustration 2. Static decryption of original code of application 1

In the case of applications 2 and 3, a different packer is used, but, like the previous one,
they are based on the same logic of storing an RC4-encrypted file in the paths
assets/Uwmt.json and assets/Yd.json.

FINISHED. . .

internal dex: 'assets/Uwmt.json’
password: 'UdsfT®

cyberchef link: 'None®

lllustration 3. Static decryption of original code of application 2

FINISHED. ..

internal dex: 'assets/Y
password: 'CrxoAcW'

lllustration 4. Static decryption of original code of application 3
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After decrypting these applicationséresources, the original code is accessed. Comparing
that of the three application, it appears it is the same code, though with certain variations
such that the package identifier or the character strings peculiar to each sample, but the
analysis of one of them suffices to explain the behaviour of this Trojan family.

- | ny *fedex3 [/home] Documenl to
Archivo Vista Navegacion Herramientas Ayuda Archivo Vista Navegacion Herramientas Ayuda Archivo Vista Navegacion Herramientas Ayuda
[Clele][&la] 28] [<]=] @] [E][#]  [clelw &) [2[3][¢]=] [@][E 4] [Elele] [s]#] [#]a] [=]=] [=][E] [#]
< Tedex.apk_decrypted.dex < fedex2.apk_decrypted.dex = fedex3.apk_decrypted.dex H
,=Codigo fuente ,=Coédigo fuente »=Codigo fuente
-wandroid.support.v4 -mandroid.support.v4 ~wandroid.support.v4
-~sandroidx -sandroidx ~sandroidx
¢ & Com ¢ ®COom +mCom .
-sgoogle.android.material v4example.myapplicationtest| +gexample.myapplicationtest
~oBot ~eBot
-eBot -oBotId -eBotId
-6 BotId -oBrowserActivity -eBrowserActivity
-oBrowserActivity -eBuildConfig -eBuildConfig Il
-~eBuildConfig -eCardActivity -eCardActivity
~eCardActivity -~eComposeSmsActivity -e ComposeSmsActivity
~oComposeSmsActivity -eContactItem -eContactItem
~eContactItem -eoContactListAdapter -~eContactListAdapter
-eContactListAdapter -eDGA -eDGA
~©DGA -~o ForegroundService -e ForegroundService
-eo ForegroundService -eHeadlessSmsSendService -eHeadlessSmsSendService
-eHeadlessSmsSendServic -eHttpCom -~eHttpCom |
ﬁ : [ 1 ! JADX memory us:

Illustration 5. Comparison of the class structure of the three applications after the decryption

The classes containing the main code, which, as can be seen, have quite descriptive
names, are found in packages with the identifiers com.tencentmm and
com.example.myapplicationtest. These classes are as follows:

Bot LangTxt

Botld MainActivity
BrowserActivity MmsReceiver
BuildConfig MyAccessibilityService
CardActivity MyNotificationListener
ComposeSmsActivity PanelReq
Contactltem ProgConfig
ContactListAdapter R

DGA SmsReceiver
ForegroundService SmsThreadActivity
HeadlessSmsSendService SocksClient

HttpCom Spammer
IntentStarter Utils

After a simple search, it was identified that the possible name given by this community to
this Trojan is FluBot.
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"com.tencent.mm" android malware X ‘l, Q

@ Todo @ Noticias [ Imagenes [ videos ~ ( shopping Mas  Configuracion  Heramientas

Aproximadamente 4.020 resuitados (0,45 segundos)

www.ads|zone.net » Entradas » Virus v

Este troyano bancario para Android roba todos tus datos

15 oct 2016 — McAfee detecta un nuevo troyano para dispositivos Android que roba datos ...
pago fiables, cuando los datos de este malware estan instalados en el dispositivo. ...
com.dropbox.android; com.tencent.mm; jp.naver.line.android.

www, jia.es ) correos-tu-en 1 -
"CORREOS: Tu envio esta en camino ... - Diario Tecnologia
1ene 2021 — ... con el control de tu mévil Android con un malware dificil de desinstalar. ...

Tras ello, escribiremos "pm uninstall -k --user 0 com.tencent.mm" y

www.xataka.com » sequridad  falso-sms-fedex-lleva-d... v
Flubot, el falso que SMS de Fedex lleva detras un sofisticado ...

hace 2 horas — Un virus para Android que nos puede dgjar sin... .. En el comando hemos
incluido "eom.tencent.mm’ porque es &l nombre interno del paquete

www.xatakandroid.com » analisis » estafa-sms-uno-troy... +

El troyano tras la estafa del SMS de FedEx, analizado a fondo ...

hace T dias — Este archivo recibe el nombre de FedEx.apk, y tiene un peso de entre 3,8y 5,8
- He instalado todos los malware de Android: esto es lo que ocurre si te saltas .. "adb shell’;

Escribe el comando "pm uninstall com.tencent.mm”.

www.genbeta.com > seguridad » correos-tu-envio-esta-... v

“Tu envio esta en camino”: esta estafa SMS de Correos se ..

1 ene 2021 — Todos los peligrosos permisos con los que se hace Correos.apk ... identifique que
se frata de malware: no es una aplicacion de Correos. ... Tras ello, escribiremos "pm uninstall -k
—user 0 com.tencent.mm" y pulsaremos Enter ..

'www.xatakamovil.com » tutoriales » como-desinstalar-a... v
Coémo desinstalar la app falsa de FedEx si has caidoen la ...
hace 5 dias — Este es un modo del que dispone Android, pensado principaimente para que

solo ... Escribe "adb shell"; Escribe el comando "pm uninstall com.tencent.mm” ... Ha
desarrollado una app capaz de borrar por completo el virus,

Illustration 6. The result of a simple Google search to try to identify the family to which the malicious
code analysed belongs.

After reviewing the application code, the only obfuscation it appears to contain after
unpackaging it is to hide the character strings. To do this, it uses a public library called
paranoid belonging to the user MichaelRocks. The functioning of this library is relatively
simple. The encrypted character strings are stored inside it and, to obtain one of them, a
Long-type value is used which, after being passed to the function, returns the corresponding
string.

_oDGA * eio.michaelrocks.paranoid.Deobfuscator$app$Release |
package io.michaelrocks.paranoid;

[y

-eForegroundService
-eHeadlessSmsSendService
~eHttpCom
-eIntentStarter
-eLangTxt
°GMalnACt}V1ty string[] strArr = new String[2];
~eMmsReceiver chunks = strarr;
-~eMyAccessibilityService 9 strarr[@] = "B—ET—)T—JWHRESHEM FXME Mo 5 enapdEeene §
-eMyExceptionHandler 10 strArr[1] = "% E 001 FEIAIINEAINL LRI ALLIAR— BT —J T —JWF X A FfH S T X
~eMyNotificationListener 11 }
-@PanelReq 12
-~@aProgConfig 13 public static String getString(long j) {
.eR 14 return DeobfuscatorHelper.getString(j, chunks);
~eSmsReceiver 15 }
~eSmsThreadActivity
-~eSocksClient
-@Spammer y
~eUtils
smio.michaelrocks.paranoid
-eDeobfuscator$app$Release
-eDeobfuscatorHelper
-e0Obfuscate
-@ RandomHelper

public class Deobfuscator$app$Release {
private static final String[] chunks;

static {

0~V wWN

Illustration 7. A function that contains the encrypted character strings.

To be able to decipher the character strings, it suffices to replicate the algorithm used and
to indicate the various numbers in the source code.
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package ic.michaelrocks.paranoid;

public class DeobfuscatorHelper {
public static final int MAX_CHUNK_LENGTH = @x1fff;

private DeobfuscatorHelper() {
// Cannot be instantiated.

1

public static String getString(final long id, final String[] chunks) {
long state = RandomHelper.seed(id & @xfffffffflL);
state = RandomHelper.next(state);
final long low = (state »>»>> 32) & @xffff;
state - RandomHelper.next(state);
final long high = (state »»> 16) & exffffeeee;
final int index = (int) ((id >>> 32) * low " high);
state = getCharAt{index, chunks, state);
final int length = (int) ((state »>>> 32) & @xfFFfL);

final char[] chars = new char[length];
for (int 1 = @; 1 < length; ++i) {
state = getCharAt(index + i1 + 1, chunks, state);
chars[i] = (char) ((state >»> 32) & BxFFffl);

T

return new String(chars);

1

private static long getCharAt(final int charIndex, final String[] chunks, final long state) {
final long nextState - RandomHelper.next(state);
final String chunk = chunks[charIndex / MAX_CHUNK_LENGTH];
return nextState " ((long) chunk.charAt(charIndex % MAX_CHUNK_LENGTH) << 32);
1
i

Illustration 8. An algorithm that decrypts character strings.

By decrypting certain character strings and analysing certain code blocks, the main
commands FluBot may receive from its C2 servers are extracted.

Command Description
BLOCK Block natifications

CARD_BLOCK Launch credit card phishing page
DISTA IR SN SRlear=loan  Disable Play Protect using the accessibility service

GET_CONTACTS Send the contacts list from the phonebook to the C2
NOTIF_INT_TOGGLE Enable notification interception
OPEN_URL Open a given URL using WebView

RELOAD_INJECTS Reload the list of injects

RETRY INJECT Re-inject an appllc_atlon from which credentials have
= already been obtained

RUN_USSD Run the dialling of a USSD code
SEND_SMS Send SMS to a telephone number
SMS_INT_TOGGLE Enable SMS interception

Open a socket so the attacker can connect to the

SOCKS network using a SOCKS proxy

Uninstall the application indicated using the package
name

UPLOAD_SMS Exfiltrate the content of an SMS to the C2

Table 4. List of possible commands received by the C2

UNINSTALL_APP
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These commands are received when the bot connects to the server by means of a request
with the fPING6 command. The FluBot code can send the following commands to the C2
server:

Command Description
It obtains the list of target applications to make

GET_INJECTS_LIST

injections
GET_INJECT It obtains the HTML code corresponding to an injection
GET_SMS It gets the Phishing SMS to send to a victim

Response to the request for different commands

LOG alongside the requested information

Contact C2 to check whether it is necessary to execute

\[€]
any command

PREPING Initial request to register the C2
SMS_RATE Obtain the delay time to send a mass SMS

Table 5. List of possible commands sent to the C2

Besides being able to perform injections into specific applications, FluBot contains code
that creates, on demand from the ACARD_BLOCKocommand, a window which requests the
user® credit card data.

Illustration 9. Creation of the activity responsible for capturing the credit card& data

The notifications the device receives are blocked using the BBLOCKdcommand.

lllustration 10. Code responsible for blocking the notifications the user receives
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